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Abstract / Executive Summary 

The advent of fault-tolerant quantum computing poses an existential threat to current 

public-key cryptography, jeopardizing global data security. This white paper introduces 

Project QRE (Quantum-Resistant Encryption), a novel, multifaceted encryption system 

designed for robust protection in the post-quantum era. Our approach pioneers a 

defense-in-depth strategy by integrating three core pillars: (1) Hybrid Cipher Techniques, 

which combine the strengths of AES-256 with NIST-selected post-quantum Key 

Encapsulation Mechanisms (ML-KEM/Kyber) in both parallel and layered configurations; (2) 

Advanced Key Derivation with Entropy Anchoring, which generates strong cryptographic 

keys from user-provided secrets and multiple factors, uniquely enhancing salt generation 

with entropy derived from real-world chaotic systems (e.g., solar flare data); and (3) 

Dynamic Ciphertext Authentication with External Entropy, an optional layer that 

incorporates dynamic, simulated quantum randomness as Authenticated Data (AAD) into 

ciphertexts using AES-GCM, further strengthening their integrity and context-binding. This 

paper details the architecture, proof-of-concept implementation, and a roadmap for Project 

QRE, presenting a practical and adaptable solution for safeguarding sensitive information 

against both current and future computational threats. 

1. Introduction 

The trajectory of quantum computing capabilities signals an urgent need to transition our 

digital security infrastructures towards quantum-resistant cryptographic solutions. 

Algorithms like Shor's threaten to break widely deployed public-key cryptosystems such as 



RSA and ECC, while Grover's algorithm impacts symmetric key security. Failure to prepare 

for this "Y_Q_Day_One" (the day a sufficiently powerful quantum computer exists) could 

lead to catastrophic breaches of sensitive data across governmental, commercial, and 

personal domains. 

Addressing this challenge requires more than just replacing old algorithms with new ones; it 

necessitates a holistic approach to cryptographic design. Project QRE (Quantum-Resistant 

Encryption) is a proof-of-concept (PoC) system engineered to provide such a 

comprehensive defense. It is founded on the principle of defense-in-depth, leveraging a 

synergistic combination of established cryptographic primitives, emerging post-quantum 

standards, and innovative techniques for entropy generation and ciphertext enhancement. 

This whitepaper will detail the architecture and implementation of Project QRE, focusing on 

its three foundational components: Hybrid Cipher Techniques, Advanced Key Derivation 

with Entropy Anchoring, and Dynamic Ciphertext Authentication with External Entropy. We 

will discuss the technical implementation of each, the security rationale, and how they 

collectively contribute to a resilient and forward-looking encryption framework. We aim to 

present a practical blueprint that not only addresses the quantum threat but also enhances 

security against sophisticated classical attacks. 

2. The Challenge: The Quantum Threat to Modern Cryptography 

For decades, digital security has been underpinned by cryptographic algorithms, such as 

RSA (Rivest-Shamir-Adleman) and ECC (Elliptic Curve Cryptography), for tasks including 

establishing secure communication channels (e.g., HTTPS via TLS/SSL) and protecting 

data at rest with digital signatures. The security of these public-key algorithms relies on the 

computational difficulty of some mathematical issues for classical computers, primarily 

integer factorization (for RSA) and the discrete logarithm problem over elliptic curves (for 

ECC). 



However, the theoretical and experimental advancements in quantum computing present a 

paradigm shift. In 1994, Peter Shor developed a quantum algorithm capable of solving both 

integer factorization and the discrete logarithm problem in polynomial time. This means 

that a sufficiently large and stable fault-tolerant quantum computer would be able to break 

RSA and ECC encryption, rendering vast amounts of currently secured data and 

communication channels vulnerable. This retrospective risk is particularly concerning, as 

adversaries could be harvesting encrypted data now with the intent of decrypting it once 

such quantum computers become available (a "harvest now, decrypt later" attack). 

Beyond public-key cryptography, Grover's quantum algorithm offers a quadratic speedup for 

unstructured search problems. While not as devastating as Shor's algorithm, it effectively 

reduces the security strength of symmetric-key algorithms. For instance, AES-256, which 

has a 256-bit key, would provide approximately 128 bits of security against an attacker 

using Grover's algorithm. While 128-bit security is still considered strong, this reduction 

highlights the need to consider quantum effects, even in symmetric cryptography. 

The global cryptographic community, led by organizations like the U.S. National Institute of 

Standards and Technology (NIST), has been actively working to identify, standardize, and 

promote new public-key cryptographic algorithms that are resistant to attacks by both 

classical and quantum computers. The Post-Quantum Cryptography (PQC) standardization 

process has identified promising candidates, primarily based on mathematical problems 

found in lattice-based, code-based, hash-based, and multivariate cryptography. 

Project QRE directly addresses this evolving threat landscape by not only incorporating 

these emerging PQC standards (specifically ML-KEM, formerly Kyber, a lattice-based KEM 

selected by NIST) but also by building a multi-layered defense strategy. It acknowledges 

that a simple one-for-one replacement of algorithms might not be sufficient and that a 

transition period will require hybrid approaches that combine the proven security of 

classical cryptography with the future-proofing of PQC. Furthermore, Project QRE explores 



novel methods for enhancing the foundational elements of cryptographic systems, such as 

key derivation and the intrinsic properties of ciphertexts, to build a more resilient security 

posture. 

3. The Proposed Solution: Project QRE - A Multi-Pillar Approach 

Project QRE is architected around three distinct yet complementary pillars designed to 

provide a comprehensive, defense-in-depth security posture against both current and future 

quantum threats. These pillars are Hybrid Cipher Techniques, Advanced Key Derivation with 

Entropy Anchoring, and Dynamic Ciphertext Authentication with External Entropy. 

3.1 Pillar 1: Hybrid Cipher Techniques 

Recognizing that the transition to fully quantum-resistant cryptography will take time and 

that new post-quantum cryptography (PQC) algorithms are still undergoing intense scrutiny, 

Project QRE employs a hybrid cryptographic approach. This strategy combines the proven 

security of established classical algorithms with the forward-looking protection of 

post-quantum cryptography. 

3.2 Pillar 2: Advanced Key Derivation with Entropy Anchoring 

Project QRE implements an advanced Key Derivation Function (KDF) subsystem to generate 

strong keys from multiple sources, enhanced by entropy from chaotic systems. 

3.3 Pillar 3: Dynamic Ciphertext Authentication with External Entropy 

This component provides an optional outer layer of security by embedding dynamic entropy 

as Authenticated Data (AAD) into ciphertexts using AES-256-GCM. 



3.4 Key Management (Proof of Concept using HashiCorp Vault) 

Project QRE's PoC implements basic key management using HashiCorp Vault for storing 

sensitive cryptographic materials. 

4. Technical Implementation Overview (Proof of Concept) 

Project QRE's PoC is implemented in Python, leveraging established cryptographic libraries 

and a modular architecture. 

●​ Programming Language: Python 3.13.1. 

●​ Core Cryptographic Libraries: `cryptography` (AES, KDFs, hashes), `oqs` 

(ML-KEM-512), `argon2-cffi` (Argon2id). 

●​ Key Management (PoC): HashiCorp Vault (`-dev` mode) with the `hvac` Python 

client. 

●​ Entropy Sources (PoC): `requests` for NOAA solar flare data; `secrets` and 

`os.urandom` for QRNG simulation; custom AES-CTR PRNG. 

●​ API Development (Initial Phase): FastAPI with Uvicorn. Pydantic for data validation. 

●​ Concurrency: `ThreadPoolExecutor` for parallel AES; `threading` for the Dynamic 

Entropy Pool. 

●​ Modularity: Organized into packages for hybrid ciphers, QNE, entropy anchoring, and 

API. 

●​ Testing: `unittest` and `pytest` (with `httpx`, `pytest-dotenv`). 

5. Security Analysis and Considerations (Summary) 

Project QRE's multi-layered design aims for robust security. Key aspects include: 

●​ Hybrid Security Strength: Combining AES-256 with ML-KEM-512 provides resilience 

against classical and quantum attacks targeting a single algorithm type. 



●​ Key Derivation Security: Argon2id and PBKDF2, with unique anchored salts, mitigate 

password brute-forcing and pre-computation attacks. 

●​ Dynamic Ciphertext Authentication (QNE): AES-GCM with AAD ensures the integrity 

of both the ciphertext and the dynamic entropy, binding them together. 

●​ Randomness Quality: Relies on OS CSPRNGs and aims to incorporate higher-quality 

entropy from chaotic systems and (future) hardware QRNGs. The PoC's chaotic 

entropy processing is illustrative and needs rigorous validation for production. 

●​ Key Management: While the PoC utilizes Vault in development mode, transitioning to 

production requires a hardened Vault setup, potentially with HSM integration, robust 

authentication, and strict access controls. 

●​ Implementation Security: Relies on well-vetted cryptographic libraries. 

6. Performance Insights (Proof of Concept) 

The PoC aimed to encrypt and decrypt 1 MB data blocks in under 100 ms. Benchmarks 

include Vault interaction overhead for key and salt management. 

Benchmark Environment: (User to fill in: CPU, RAM, OS, Python version, cryptography version, 

oqs (Python Wrapper) version, liboqs (C Library) version, hvac version, Vault version, dev 

mode). 

Operation Average 
Time (ms) 

Std. 
Deviation 

(ms) 

Status (Target 
< 100ms) 

Layered Encrypt (ML-KEM + AES-CBC, 
Vault KEM SK) 

22.104 8.534 PASSED 

Layered Decrypt (ML-KEM + AES-CBC, 
Vault KEM SK) 

22.627 7.409 PASSED 



Parallel Encrypt (Random K1 + KEM 
K2, Vault, Concurrent) 

26.509 7.465 PASSED 

Parallel Decrypt (Random K1 path, 
Vault) 

21.336 9.766 PASSED 

7. Future Work & Roadmap 

The PoC establishes a strong foundation. The development roadmap envisions: 

●​ Prototype Phase (Next 6-12 months): Complete the API and develop a basic Key 

Management UI, integrate a hardware QRNG if feasible, rigorously validate and refine 

entropy sources for Entropy Anchoring, conduct initial security audits, and refine key 

management for the QNE layer's AES-GCM key. 

●​ Complete Implementation Phase (12-18 months post-Prototype): Production-grade 

key management (hardened Vault, HSM integration), scalability and reliability 

enhancements for the API, continuous alignment with PQC standards and algorithm 

agility, consideration of AEAD modes (like AES-GCM) for core hybrid schemes, and 

comprehensive third-party security audits. 

8. Conclusion 

Project QRE has successfully demonstrated a viable, multi-layered strategy for building a 

quantum-resistant encryption system through its Proof of Concept. By synergistically 

combining Hybrid Cipher Techniques, Advanced Key Derivation with Entropy Anchoring, and 

Dynamic Ciphertext Authentication with External Entropy, Project QRE offers a robust and 

adaptable framework for the post-quantum era. The PoC validates the core cryptographic 

mechanics, the integration of diverse entropy sources, basic secure key management, and 

meets initial performance targets. Its modular architecture is designed for future evolution. 

While significant work remains for production hardening and full feature implementation, 



Project QRE provides a practical blueprint for organizations seeking to safeguard critical 

digital assets against both current and future computational threats. 
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